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Letter from the President

On behalf of the ACFE, I am pleased to present the
2006 Report to the Nation on Occupational Fraud and
Abuse, the most comprehensive examination of the
effects of occupational fraud to date.

Based on 1,134 fraud cases reported by the Certified Fraud Examiners who investigated
them, the 2006 Report categorizes the ways in which serious fraud occurs and measures
the losses organizations suffer as a result of occupational fraud. It also examines the charac-
teristics of the organizations that are victimized by occupational fraud and abuse, as well as

the characteristics of the empioyees who commit these crimes.

This Report offers valuable lessons and insight about how fraud is committed, how it is detected, and how its impact can be
reduced. This information should be of great interest to all organizations, businesses, government agencies, and anti-fraud

professionals that are working to limit their exposure to fraud.

First pubiished in 1996, the Report to the Nation was conceived by the ACFE'’s founder and chairman, ]oseph T. Wells.
Through his dedication and advocacy, Mr. Wells has contributed more to the study of occupationai fraud than any person
in the field. In his honor, Dr. Gil Geis, former president of ACFE, originaiiy named this study The Wells Report.

The Wells Report is available to the generai pubiic, organizations, practitioners, academicians and the media. By better edu-
cating the public and professionals about the threat of fraud, we can more ePfectively make inroads towards combating it.

AO«W@ D >
/
Uames D. Ratley, CFE

President
Association of Certified Fraud Examiners
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Executive Summary

This study is based on data compiled from 1,134 cases of occupational

fraud that were investigated between January 2004 and January 2006. In-

formation from each case was reported by a Certified Fraud Examiner who

investigated the case.

+ Occupational fraud and abuse imposes enormous

costs on organizations. The median loss caused by
the occupational frauds in this study was $159,000.
Neatly one-quarter of the cases caused at least $1
million in losses and nine cases caused losses of $1
billion or more.

+ Participants in our study estimate U.S. organizations
lose 5% of their annual revenues to fraud. Applied to
the estimated 2006 United States Gross Domestic
Product, this 5% figure would translate to
approximately $652 billion in fraud losses.

In 2004, participants estimated 6% of revenue was
lost to fraud.
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+ Occupational fraud schemes can be very difficult
to detect. The median length of the schemes in our
study was 18 months from the time the fraud began
until the time it was detected.

+ Our data supports the use of confidential hotlines
and other reporting mechanisms as a fraud
detection tool. Occupational frauds are more likely
to be detected by a tip than by other means such
as internal audits, external audits or internal
controls, The importance of encouraging tips is
evident in cases involving losses of $1 million or
more. Forty-four percent of the million-dollar frauds
in this study were detected by tips. This is more than
twice the rate of detection by internal audits and
three times the rate of detection by external audits.

+ Certain anti-fraud controls can have a measurable
impact on an organizations exposure to fraud.
In the cases we reviewed, organizations that had
anonymous fraud hotlines suffered a median loss of
$100,000, whereas organizations without hotlines
had a median loss of $200,000. We found similar
reductions in fraud losses for organizations that had
internal audit departments, that regularly performed
surprise audits, and that conducted anti-fraud
training for their employees and managers.



+ This Report includes organizations representing

a wide range of industries. The industries with the
highest median losses per scheme were wholesale
trade ($1 million), construction ($500,000)

and manufacturing ($413,000). Government
organizations ($82,000) and retail organizations
($80,000) were among those with the lowest median
losses.

+ Small businesses continue to suffer
disproportionate fraud losses. The median loss
suffered by organizations with fewer than 100
employees was $190,000 per scheme. This was
higher than the median loss in even the largest
organizations. The most common occupational
frauds in small businesses involve employees
fraudulently writing company checks, skimming
revenues, and processing fraudulent invoices.

+ One reason small businesses suffer such high
fraud losses is that they generally do a poor job of
proactively detecting fraud. Less than 10% of small
businesses had anonymous fraud reporting systems,
and less than 20% had internal audit departments,
conducted surprise audits, or conducted fraud
training for their employees and managers. This
helps explain why more small business frauds were
detected by accident than by any other means.

The size of the loss caused by occupational

fraud is strongly related to the position of the
perpetrator. Frauds committed by owners or
executives caused a median loss of $1 million. This
is nearly five times more than the median loss caused
by managers, and almost 13 times as large as the
median loss caused by employees.

Most of the occupational fraud schemes in

our study involved either the accounting
department or upper management. Just over

30% of the occupational frauds were committed

by employees in the accounting department, and
slightly more than 20% were committed by upper
management or executive-level employees. The next-
most-commonly cited department was sales, which
accounted for 14% of the cases in our study.

Nearly two-thirds of the victim organizations in our
study routinely conducted background checks on
new employees. However, less than 8% of

the perpetrators had convictions prior to
committing their frauds. Although background
checks on new employees can be a valuable
anti-fraud tool, our data suggests that other
measures such as fraud training, surprise audits and
anonymous reporting mechanisms can have a more
significant impact in detecting fraud.

ACFE Report to the Nation on Occupational Fraud & Abuse 5



Introduction

The term “occupational fraud” may be defined as: “The use of one’s occupa-

tion for personal enrichment through the deliberate misuse or misapplica-

tion of the employing organization’s resources or assets.”

This definition is very broad, encompassing a wide range
of misconduct by employees, managers, and executives.
Occupational fraud schemes can be as simple as pilferage
of company supplies or as complex as sophisticated finan-
cial statement frauds.

All occupational fraud schemes have four key elements in
common. The activity:

+ Is clandestine;

+ Violates the perpetrator’s fiduciary duties to the
victim organization;

+ Is committed for the purpose of direct or indirect
financial benefit to the perpetrator; and

+ Costs the employing organization assets, revenue or

reserves.
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In 1996, the ACFE released the first Report to the Nation
on Occupational Fraud and Abuse, which shed light on the
immense and largely undefined costs that occupational
fraud imposes on organizations. The stated goals of the
first Report were to:

+ Summarize the opinions of experts on the
percentage and amount of organizational revenue
lost to all forms of occupational fraud and abuse;

+ Examine the characteristics of the employees who
commit occupational fraud and abuse;

+ Determine what kinds of organizations are victims
of occupational fraud and abuse; and

+ Categorize the ways in which serious fraud and
abuse occurs.

All of the enumerated goals of the first Report fell under
one larger and more all-encompassing mission: to better
educate the public and anti-fraud professionals about the
threat of occupational fraud. Since that time, with each
subsequent edition of the Report to the Nation, that has
remained our primary goal.



At the time the 1996 Report was released — five years be-

fore the string of financial statement frauds highlighted
by Enron and WorldCom — there was surprisingly lictle
research available on how occupational fraud impacted
companies and government agencies; this despite the fact
that practical experience and anecdotal evidence clearly
indicated that the problem was one of enormous sever-
ity. After we released the 1996 Report, we received a tre-
mendous response from anti-fraud professionals, many of
whom for the first time had hard data to support what
they already knew or suspected — that occupational fraud
was a significant threat to their organizations.

We released updated editions of the Report in 2002 and
2004. Like the first study, each subsequent edition was
based on detailed case information about specific frauds
provided by the CFEs who investigated those cases. Each
Report has been structured along the same lines, focusing
on the methods used by employees, managers, and execu-
tives to defraud their organizations; the losses caused by
those frauds; and the characteristics of both the perpetra-
tors and the victims of these crimes. The current edition
of the Report is based on 1,134 actual cases of occupa-
tional fraud — more than twice the number that made up
the data set in our 2004 Report. The increased number
of cases has allowed us to analyze the data in a more de-
tailed and thorough manner than in any previous edition
of the Report to the Nation. For the first time, we are able to
provide detailed data about how specific methods of fraud
affect various industries and also how those methods are
related to particular departments or job types within or-
ganizations.

We also made a significant change in our methodology
that should be noted. In past editions of the Report, we
asked respondents to provide a detailed report on any one
case they had investigated within the relevant time frame.
In our 2006 survey, we asked respondents to report on the
largest case they had investigated in the past two years. We
included this criterion because we believe that in studying
how fraud affects organizations, where a limited number
of cases can be analyzed, it makes sense to focus on the
cases that cause the most harm. Because of the change
in survey methodology, we are not including any data in
this Report comparing fraud losses to those from previous
studies. A complete statement of our methodology in this
study is contained at the end of this Report.

We believe the current Report will prove to be the most
illuminating and useful edition to date. It is our hope that
the information contained herein will provide valuable
insights to any person or organization concerned with
detecting, deterring, or preventing occupational fraud and
abuse.

ACFE Report to the Nation on Occupational Fraud & Abuse

7



Measuring the Cost of Occupational Fraud

8

At the outset, it should be clear to anyone who has spent time dealing with

the subject of occupational fraud that attempts to accurately measure the

frequency or cost associated with occupational fraud in the United States

will be, at best, incomplete.

Fraud, by its nature, is hidden, and so the true amount of
fraud taking piace in U.S. businesses at any one time can-
not really be known.

Even attempts to measure the amount of fraud that has al-
ready been detected will lead to incomplete results. There
is currently no central repository where fraud data is col-
lected in the U.S. and a great deal of fraud cases go un-

reported, either because the victim organizations do not

0|

recognize that they have been defrauded, because they
choose not to report the crimes for fear of bad publicity or
simply because they do not want to deal with the repercus-
sions. Furthermore, even when fraud has been detected it
may not be possible to determine exactly how much was
stolen. Many frauds go undetected for years before they
are caught, and organizations may find it unproductive or
unsettling to trace through years of historical financial data
to put a precise ﬁgure on the size of the crime.

Nevertheless, it is important that we try to learn as much
about occupational fraud as we can. This is a crime that
affects, or has the potential to affect, every business in the
United States — indeed, in the world. It is critical that we
try to understand, as best we can, the size of the threat that

confronts us AH

While there can be no precise measure of the cost of fraud
to U.S. business, we have asked each of the 1,134 CFEs
who participated in our study to give us their best estimate
of the percent of annual revenues that a typical organiza-
tion in the U.S. loses as a result of fraud. The answers to
this question were based solely on the opinions of CFEs,
not specific data from cases they had investigated.

The median estimate was that a typical organization loses
5% of its annual revenues to fraud. To give the reader an
idea of the scope of that ﬁgure, consider that the estimated
2006 United States Gross Domestic Product is $13.037
trillion. If we multiply that ﬁgure by 5%, the result would
be roughly $652 billion lost to fraud.

'Based on U.S. Commerce Department first quarter 2006 GDP growth estimate.

ACFE Report to the Nation on Occupational Fraud & Abuse



In the three previous editions of the Report, CFEs esti-
mated typical fraud losses at 6%. Optimistically, this re-
duction could be viewed as progress in the war against
fraud. However, because the responses are only estimates,
the $652 billion figure should not be read as a literal rep-
resentation of what fraud costs U.S. organizations. As
we stated above, the real cost most likely cannot be de-
termined. Nevertheless, the 5% estimate does hold real
value, because it represents the composite opinion of over
a thousand Certified Fraud Examiners — professionals
with specific expertise in the prevention and detection of
occupational fraud. Given the obstacles to developing a
precise measure of fraud’s impact, their estimate may be as
reliable a source as can be found.

Distribution of Dollar Losses

Regardless of what the exact cost of fraud is, we know it is

enormous. We examined over 1,100 cases of occupational
fraud that were investigated over the last two years. The
median dollar loss caused by these schemes was $159,000.
As the following chart illustrates, nearly one-fourth of the
cases in our study (24.4%) caused losses of $1 million or
more. Although not shown in the chart as a separate cat-
egory, there were nine cases with reported losses of at least

$1 billion.

Distribution of Dollar Losses
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How Occupational Fraud is Committed

As was first stated in the 1996 Report to the Nation, all occupational frauds
fall into one of three major categories: asset misappropriation, corruption or

fraudulent statements.

Asset misappropriations were by far the most common
type of occupational fraud in our study, occurring in over
90% of all cases. Meanwhile, cases involving financial state-
ment fraud were the least common, but had the largest im-
pact when they did occur. The median loss of $2 million in

schemes involving financial statement frauds was 13 times
greater than the median loss for schemes involving asset
misappropriations and nearly four times greater than the
median loss in cases that involved corruption.’

Types of Occupational Fraud & Abuse

Categor Description Examples
gory P P Reported

Asset Any scheme that involves the theft | < Fraudulent invoicing. | 1,038 91.5% $150,000

Misappropriations or misuse of an organization’s . Payroll fraud.
assets.

+ Skimming revenues.

Corruption Any scheme in which a person + Accepting or paying | 349 30.8% $538,000

uses his or her influence in a a bribe.

business transaction to obtain an
unauthorized benefit contrary to
that person’s duty to his or her

+ Engagingina

business transaction
where there is an

appear more or less profitable.

employer. undisclosed conflict
of interest.
Fraudulent Falsification of an organization’s + Booking fictitious 120 10.6% $2,000,000
Statements financial statements to make it sales.

+ Recording expenses

in the wrong period.

2FO[’ cases fh“lt il‘lVOlVCd more than one ﬂ‘AZLjOY Category Of- occupational fraud, we were uﬂflbIC to subdivide [hC IOSSCS to dCtCl’ﬂliﬂC CXZLC([Y hOVV much was

ateributable to each of the component schemes.

“The sum of percentages in this table exceeds 100% because several cases involved schemes that fell into more than one category.
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While the three major categories are distinct in the sense
that they each involve a speciﬁc aspect of fraud, it is impor-
tant to note that within a given occupational fraud scheme,
the perpetrator or perpetrators will often engage in several dif-
ferent forms of illegal conduct. Thus, a single occupational

fraud scheme might involve elements of each of the three
major categories. The foﬂowing table illustrates the distri-
bution of cases based on the categories of fraud that were

committed.

Distribution of Occupational Frauds by Category

Asset Misappropriation —

Corruption — 349 Cases

Financial Statement Fraud —

1,038 Cases 120 Cases

B % Asset T ° B o
Classification Cases Mis Classification Cases % Corr Classification Cases % FSF
Asset Mis. only 692 66.7% Corruption only | 31 8.9% FSF only 31 25.8%
Asset Mis. & 263 25.3% Corruption & 263 75.4% FSF & Asset Mis. | 34 28.3%
Corruption Asset Mis.
Asset Mis. & FSF | 34 3.3% Corruption & FSF | 6 1.7% FSF & Corruption | 6 5.0%
All three 49 4.7% All three 49 14.0% All three 49 40.8%

Overall, approximately one-third of the cases in our study
involved more than one category of fraud. The most no-
table correlation between two categories was the strong tie
between corruption and asset misappropriation schemes.
As we see in the corruption column of the table above,
89.4% of the corruption cases also involved an asset mis-
appropriation of some sort. (75.4% of cases were classi-
fied as corruption and asset misappropriation, plus 14%

of cases involved all three categories.) A typical example
is a case in which an employee accepts kickbacks or other
bribes from a vendor in order to process invoices for ficti-
tious goods or services. This type of fraud clearly involves
an element of corruption (the acceptance of a bribe), but
also involves an element of asset misappropriation as well
(causing the victim organization to issue payment for non-
existent goods or services).

ACEFE Report to the Nation on Occupational Fraud & Abuse




How Occupational Fraud is Committed

Asset Misappropriations of asset misappropriation in our study, and 910 of those
(87.7%) involved the misappropriation of cash. A little
Cash vs. Non-Cash pPrep
ash vs. Non-Cas

As the data on the previous page show, asset misappropri-

less than one-fourth of the cases we reviewed involved the
misappropriation of non-cash assets such as inventory,

ations are by far the most common form of occupational equipment or proprietary information. The median loss

) ) . , ) .
fraud. Over 90% of the cases we reviewed involved some in schemes targeting non-cash assets was $200,000, which
form of asset misappropriation, which is consistent with

was slighdy higher than the median loss in frauds involv-
data from our studies in 2004 and 2002.

ing cash misappropriation.

As one would expect, the asset that fraudsters target most
often is cash (the term cash includes not only currency, but
also checks and money orders). There were 1,038 cases

Breakdown of Asset Misappropriations — Cash vs. Non-Cash*

Cash ($150,000)
Non-Cash ($200,000)

Asset Targeted

0% 20% 40% 60% 80% 100%

Percent of Cases

*The sum of percentages in this chart exceeds 100% because a number of cases involved the misappropriation of both cash and non-cash assets. In those
cases, we were unable to subdivide the losses to determine exactly how much was attributable to cash vs. non-cash schemes.
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HOW CaSh iS Misappropriated following table provides a summary of each scheme along

with its relative frequency and median loss. Skimming was

Cash Receipts and Cash on Hand slightly more common than cash larceny; approximately
Based on past studies and research, we identified eight 19% of the asset misappropriation cases in our study in-
common methods by which fraudsters steal cash from volved skimming. Skimming also had a slightly higher
their employers. Two schemes — cash larceny and skim- median loss at $76,000 as opposed to $73,000 for cash
ming — target incoming receipts or cash on hand. The larceny5

Schemes Involving Cash Receipts and Cash On Hand

Cases % of Asset Median

Categor Description Examples .
gory P P Reported Mis. Cases Loss
Skimming Any scheme in which cash is + Employee accepts 196 18.9% $76,000
stolen from an organization payment from a
before it is recorded on the customer but does
organization’s books and records. not record the sale
Cash Any scheme in which cash is + Employee steals cash and | 147 14.2% $73,000
Larceny stolen from an organization after checks from daily receipts
it has been recorded on the before they can be
organization’s books and records. deposited in the bank.

°Readers should note that our method of measuring the median loss for asset misappropriation schemes has changed from previous reports. Many
fraud schemes involve multiple methods of fraud, and in the past we have been unable to subdivide the losses in a given scheme based on the respective
methods used. For example, if an occupational fraud caused $100,000 in losses and involved both billing fraud and payroll fraud, we could not
determine how much of the $100,000 was attributable to fraudulent billings and how much to the payroll fraud. In our 2006 survey, we asked
respondents to identify the amount of losses directly attributable to each specific method of fraud when more than one method was used in a scheme.
So, in the example above, a respondent might note that $70,000 in losses was caused by billing fraud and $30,000 was caused by payroll fraud. This
change allows us to present much more accurate data on the costs associated with various categories of asset misappropriation than in the past.

ACEFE Report to the Nation on Occupational Fraud & Abuse
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How Occupational Fraud is Committed

Fraudulent Disbursements

The remaining six cash schemes target outgoing disbursements of cash. They are: billing schemes, payroll schemes, expense
reimbursements, check tampering, wire transfers and register disbursements. Billing schemes were the most common form
of fraudulent disbursement, occurring in over one-quarter of all the asset misappropriation cases in our study. The median
loss attributed to biﬂing schemes was $130,000, making them the second most expensive form of fraudulent disbursement
behind wire transfers, which had a median loss of $500,000. Expense reimbursements ranked second in terms of frequency,

but they had the lowest median loss at $25,000.

Schemes Involving Fraudulent Disbursements of Cash

Cases % of Asset Median

LR Reported Mis. Cases Loss

Description

Examples

Billing Any scheme in which a + Employee creates a 294 28.3% $130,000
person causes his or her em- | shell company and bills
ployer to issue a payment employer for nonexistent
by submitting invoices for services.
fictitious goods or services,
. I N + Employee purchases
inflated invoices or invoices . .
personal items, submits
for personal purchases. T
invoice for payment.
Expense Any scheme in which an + Employee files 202 19.5% $25,000
Reimbursements | employee makes a claim fraudulent expense
for reimbursement of report, claiming
fictitious or inflated business | personal travel,
expenses. nonexistent meals, etc.
Check Tampering | Any scheme in which a + Employee steals blank 177 17.1% $120,000
person steals his or her company checks, makes
employer’s funds by forging them out to himself or an
or altering a check on one of accomplice.
the organization’s bank ac-
+ Employee steals
counts, or steals a check the .
o o outgoing check to a
organization has legitimately dor d o
issued to another payee vendor, deposits it into
Issue ) her own bank account.
Payroll Any scheme in which an + Employee claims over- 137 13.2% $50,000
employee causes his or time for unworked hours.
her employer to issue a - Employee adds ghost
payment by making false
4 - employees to the payroll.
claims for compensation.
Wire Transfers Any scheme in which a + Employee causes funds | 67 6.5% $500,000
person steals his or her to be wired from
employer’s funds by company bank accounts
fraudulently wire to an account controlled
transferring them out of the by employee or
employer’s bank accounts. accomplice.
Register Any scheme in which an + Employee fraudulently 18 1.7% $26,000
Disbursements employee makes false voids a sale on his cash
entries on a cash register register and steals the
to conceal the fraudulent cash.
removal of cash.
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How Non-Cash Assets are Misappropriated

There were 243 cases that involved the theft or misappropriation of non-cash assets. The majority of these schemes involved

the theft of inventory or other physical assets such as equipment and supplies. A smaller proportion targeted proprietary

information or securities, but these schemes had higher median losses. For instance, although there were only 16 cases in

our study involving the theft of securities, the median loss in these cases was $1.85 million.

Category

Non-Cash Misappropriations

Description

Examples

Cases % of Asset
Reported Mis. Cases

Median
Loss

Inventory Any scheme + Employee steals 172 16.6% $55,000
involving the theft or merchandise from
misappropriation of warehouse or sales floor.
physical, non-cash assets | , Employee diverts incoming
such as inventory, . .
. : shipments of inventory for
equipment or supplies.
personal use.
Information Any scheme in which an | + Employee accesses 37 3.6% $78,000
employee steals or customer records for
otherwise misappro- purposes of committing
priates proprietary identity theft.
confidential information .
- Employee provides
or trade secrets.
company trade secrets to
a competitor.
Securities Any scheme involving + Employee fraudulently 16 1.5% $1,850,000
the theft or misappro- transfers stock held by
priation of stocks, bonds, | company to personal
or other securities. account.

ACEFE Report to the Nation on Occupational Fraud & Abuse
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How Occupational Frauds are Committed

How Financial Statements Are

Falsified

Financial statement fraud was much less common than
asset misappropriations. There were 120 reported cases
of financial statement fraud, accounting for just over 10%

Category

of all cases. This proportion is consistent with our earlier

studies. While financial statement fraud is not nearly as

common as asset misappropriations, its consequences tend

Financial Statement Fraud Schemes

Description

Examples

Reported

to b(i much more severe. As was stated above, the median
1OSS among ﬁnancial statement fraud cases in our Stlldy

was $2,000,000. Generally speaking, financial statements

% of
FSF
Cases®

Cases

Concealed | Schemes in which financial + Organization omits significant expenses or 54 45.0%
Liabilities statements are misstated by liabilities on its financial statements.
improperly recording liabilities | . Organization records revenue-based expenses
and/or expenses. . . - A
as capital expenditures, falsely increasing both
net income and total assets in the current
accounting period.
Fictitious Schemes in which financial + Organization records the sale of inventory toa | 52 43.3%
Revenues statements are inflated by phantom customer.
recgrdlng sales of goods or + Organization creates invoices showing sale
services that never occurred, or L
] . of goods to existing customer, but goods are
by inflating actual sales. .
never delivered. Sales are reversed at
beginning of next accounting period.
Improper Schemes in which the value + Organization fails to write off obsolete 48 40.0%
Asset of an organization’s assets is inventory.
VellEittens fraUdglenﬂy m'sswte.d in the + Organization inflates its receivables by
organization’s financial P
booking fictitious sales on account to
statements. .
nonexistent customers.
Improper Schemes in which manage- + Organization’s financial statements fail to note | 45 37.5%
Disclosures | ment fails to disclose mate- potentially material contingent liability arising
rial information in its financial from a corporate guarantee of personal loans
statements in an attempt to taken out by an officer.
mislead users of the financial + Organization’s financial statements fail to note
statements. . oo
that one of its largest suppliers is owned by the
corporation’s president.
Timing Schemes in which financial + Organization manipulates net income by 34 28.3%
Differences | statements are intentionally recording sales that occur in December of
misstated by recording rev- Year 1, but not recording the corresponding
enues in a different accounting expenses until January of Year 2.
period than their corresponding
expenses.

“The sum of percentages in this table exceeds 100% because a number of cases involved the more than one method of falsifying financial statements.
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are be manipulated through one Of ﬁVC methods: (1)

e , How Corruption Occurs
reportlng ﬁCflthuS or OVCrSfath revenues; (2) Conceahng

or understating liabilities or expenses; (3) timing differ- In 349 cases, the respondent identified corruption as

ences — recording revenues or expenses in the wrong
period; (4) improperly valuing assets; or (5) failing to dis-
close significant information such as contingent liabilities
or related-party transactions.

In cases WhCI‘C ﬁnancial statement fraud was reported, we

having occurred. The median loss in these frauds was
$538,000. We asked the CFEs who investigated these
cases to specify which of the following four corrupt prac-
tices were present in the frauds: (1) conflicts of interest;
(2) bribery; (3) illegal gratuities; or (4) extortion. The fol-

10wing table shows the relative frequency with which the

asked respondents to identify Wllich Of thSC ﬁVC methods various fOI‘l’IlS Of corruptlon were commltted. COI’IHIC(S Of

were utilized. The preceeding table shows the number of interest were most frequently cited (215 cases) while ex-

cases in which each particular method was reported. There tortion was reported least often (59 cases).
was a fairly even distribution among the various methods;
concealed liabilities were reported most often (54 cases),
while timing differences were the least-cited method (34
cases). In 55% of the cases we reviewed, fraudsters used

more than one method O{: ﬁnancial statement fraud.

Corruption Schemes

% of
Corruption
Cases’

Cases

Category Reported

Description

Examples

Conflicts of | Any scheme in which an employee, + An employee owns an undisclosed interest in a | 215 61.6%
Interest manager or executive has an undis- supplier. The employee negotiates a contract
closed economic or personal interest between his employer and the supplier,
in a transaction that adversely affects purchasing materials at an inflated price.
the company as a result.
Bribery Any scheme in which a person offers, | + An employee processes inflated invoices from | 149 42.7%
gives, receives, or solicits something a vendor and in return receives 10% of the
of value for the purpose of influ- invoice price as a kickback.
encing an official act or a business CA | ¢ f q
decision without the knowledge or AN emp ?yee ac;:p S payr:den .rolr.nfa venaor
consent of the principal in return for provi ing confi ential information
about competitors’ bids on a project.
lllegal Any scheme in which a person offers, | + An official negotiates an agreement with a 104 29.8%
Gratuities gives, receives, or solicits something contractor, and in appreciation the contractor
of value for, or because of, an official provides the official with a gift such as a free
act or business decision without vacation.
the knowledge or consent of the
principal.
Extortion The coercion of another to enter - An employee refuses to purchase goods or 59 16.9%
into a transaction or deliver property services from a vendor unless the vendor hires
based on wrongful use of actual or one of the employee’s relatives.
threatened force, fear, or economic
duress.

"The sum of percentages in this table exceeds 100% because a number of cases involved more than one form of corruption.
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Victims of Occupational Fraud & Abuse

Our survey was targeted to CFEs in the United States and was not designed

to measure the frequency of fraud in various industries or types of organiza-

tions. Therefore, the data below is not intended and should not be read as

indicating whether certain types of organizations are more susceptible to

fraud than others.

Toa large extent, the data in this Report is based on the
types of organizations that retain Certified Fraud Exam-
iners. Nevertheless, it is instructional to know what types
of victim organizations are represented in this Report so
that we can measure differences in how various types of
organizations encountered and responded to fraud.

Industries Affected in the Study

The frauds in our study were spread over a wide range of
industries, as illustrated by the accompanying table. The
most common were banking and financial services (148
cases); government and public administration (119 cases)
and manufacturing (101 cases).

The frauds in our

study were spread
over a wide range
of industries.

ACFE Report to the Nation on Occupational Fraud & Abuse

Occupational Frauds Based On Industry
- Sorted By Frequency

# % Med.

Industr

y Cases Cases Loss
Banking/Financial 148 14.3% | $258,000
Services
Government and 119 11.5% | $82,000
Public Administration
Manufacturing 101 9.7% $413,000
Health Care 89 8.6% $160,000
Insurance 78 7.5% $100,000
Retail 75 7.2 $80,000
Education 73 7.0% $100,000
Service (general) 60 5.8% $163,000
Service (professional, 58 5.6% $300,000
scientific or technical)
Construction 35 3.4% $500,000
Utilities 34 3.3% $124,000
Oil and Gas 32 3.1% $154,000
Real Estate 30 2.9% $200,000
Wholesale Trade 30 2.9% $1,000,000
Transportation and 27 2.6% $109,000
Warehousing
Arts, Entertainment 22 2.1% $175,000
and Recreation
Communications/ 16 1.5% $225,000
Publishing
Agriculture, Forestry, |8 0.8% $71,000
Fishing and Hunting
Mining 1 0.1% $17,000,000




Excluding mining, which oniy had one case (costing $17
million), the highest losses occurred in the wholesale trade
industry, which had a median loss of $1 million among 30
cases. Next highest were construction, with a median loss
of $500,000 among 35 cases, and manufacturing, with a
median loss of $413,000 among 101 cases.

Among the industries that showed the lowest median
losses were retail (median loss of $80,000 among 75 cases)
and government and public administration (median loss

of $82,000 among 110 cases).

Methods of Fraud Based
on Industry

In the first table in this section, we saw how all the frauds
were distributed, based on the industry of the victim or-
ganization. Our next step was to analyze the cases within
each industry to determine what forms of fraud were most

common.

We limited this analysis to industries in which at least
50 cases were reported so that we would have a sufficient
sample to draw upon. Because 90% of all cases involve as-
set misappropriations, we excluded corruption and finan-
cial statement fraud cases from this analysis. In the next
section, we have provided a breakdown of industries with
the most corruption and financial fraud statement cases,

respectively.

The foilowing tables show the most commonly reported
asset misappropriation schemes in each industry for which
at least 50 cases were reported.

Occupational Frauds Based On Industry

— Sorted By Median Loss

Industry # L e
Cases Cases Loss
Mining 1 0.1% $17,000,000
Wholesale Trade 30 2.9% $1,000,000
Construction 35 3.4% $500,000
Manufacturing 101 9.7% $413,000
Service (professional, | 58 5.6% $300,000
scientific or technical)
Banking/Financial 148 14.3% | $258,000
Services
Communications/ 16 1.5% $225,000
Publishing
Real Estate 30 2.9% $200,000
Arts, Entertainment 22 2.1% $175,000
and Recreation
Service (general) 60 5.8% $163,000
Healthcare 89 8.6% $160,000
Oil and Gas 32 3.1% $154,000
Utilities 34 3.3% $124,000
Transportation and 27 2.6% $109,000
Warehousing
Insurance 78 7.5% $100,000
Education 73 7.0% $100,000
Government and 119 11.5% | $82,000
Public Administration
Retail 75 7.2% $80,000
Agriculture, Forestry, |8 0.8% $71,000

Fishing and Hunting
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Victims of Occupational Fraud & Abuse

Banking and Financial Services

Not surprisingly, two of the three most common schemes
in the banking and financial services industry were cash
larceny and skimming. These schemes generally involve
the physical theft of incoming cash and cash on hand (for
example, ina Vault). Among the 23 non-cash cases in this
industry, the most common type of scheme involved the
theft of proprietary information about bank customers.

Government and Public
Administration

Billing schemes (procurement fraud) and non-cash theft
were the most commonly reported forms of asset misap-
propriation in the government and public administration
sector, each occurring in 26 of the 119 cases.

Manufacturing

Approximately one-third of the cases reported from the
manufacturing industry involved fraudulent billing. Ex-
pense reimbursements and non-cash schemes each also
occurred in more than one-fourth of the cases in this in-
dustry.

Healthcare

Fraudulent billings were also the most common type of
fraud reported among the 89 cases we received from the
healthcare industry. False billings occurred in approxi-
mately one-fourth of healthcare cases, and involved a wide
variety of schemes, including submitting false healthcare
claims and purchasing personal items with company

funds.

Insurance

Fraudulent biﬂings occurred in nearly 30% of the insur-
ance industry cases we reviewed. These cases were nearly
twice as common as the next-most-frequently reported

scheme, which was check tampering.
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Banking & Financial Services — 148 Cases

Scheme Cases %
Cash Larceny 29 19.6%
Non-Cash 23 15.5%
Skimming 21 14.2%
Billing 18 12.2%
Check Tampering 18 12.2%
Wire Transfers 16 10.8%
Expense Reimbursements 13 8.8%
Payroll 10 6.8%
Register Disbursements 2 1.4%

Govt. & Public Administration — 119 Cases

Scheme Cases %
Billing 26 21.8%
Non-Cash 26 21.8%
Payroll 25 21.0%
Expense Reimbursements 23 19.3%
Skimming 22 18.5%
Check Tampering 14 11.8%
Cash Larceny 13 10.9%
Wire Transfers 3 2.5%
Register Disbursements 2 1.7%

Manufacturing — 101 Cases

Scheme Cases
Billing 34 33.7%
Expense Reimbursements 29 28.7%
Non-Cash 28 27.7%
Skimming 16 15.8%
Payroll 13 12.9%
Check Tampering 10 9.9%
Cash Larceny 9 8.9%
Wire Transfers 7 6.9%
Register Disbursements 1 1.0%




Retail

Non-cash theft was the most commonly reported type
of fraud in the retail industry. These schemes typically
involved the theft of merchandise from warehouses and
sales floors. Skimming and cash larceny — both of which
frequently involve the theft of cash at the point of sale —
were both cited in over 20% of the retail cases as well.

Education

Billing fraud was the most common type of asset misap-
propriation identified in the 73 cases we received from the
education industry, followed by non-cash theft, expense
reimbursement fraud, and skimming.

Service (general)

Skimming was the most commonly reported form of asset
misappropriation in the service industry cases we reviewed.
Skimming involves the theft of unrecorded sales and is very
common in service businesses such as restaurants and bars
where a large number of cash sales are processed and where
it is difhcult to precisely match inventory to sales.

Service (professional, scientific or
technical)

In the professional, scientific and technical service indus-
try, we received 58 cases. Billing fraud, check tampering,
expense reimbursement fraud, and payroll fraud were each
identified in over 20% of the cases from this industry.

Health Care — 89 Cases

Insurance — 78 Cases

Scheme Cases | %
Billing 23 29.5%
Check Tampering 12 15.4%
Expense Reimbursements I 14.1%
Skimming 1 14.1%
Cash Larceny 8 10.3%
Non-Cash 7 9.0%
Payroll 4 5.1%
Wire Transfers 4 5.1%
Register Disbursements 0 0.0%

Retail — 75 Cases

Scheme
Non-Cash 22 29.3%
Billing 16 21.3%
Skimming 16 21.3%
Cash Larceny 16 21.3%
Check Tampering 7 9.3%
Expense Reimbursements 6 8.0%
Register Disbursements 6 8.0%
Payroll 4 5.3%
Wire Transfers 2 2.7%

Education — 73 Cases

Scheme Cases % Scheme Cases

Billing 22 24.7% Billing 26 35.6%
Skimming 17 19.1% Non-Cash 16 21.9%
Expense Reimbursements 16 18.0% Expense Reimbursements 15 20.5%
Non-Cash 14 15.7% Skimming 15 20.5%
Check Tampering 12 13.5% Payroll 13 17.8%
Payroll 1 12.4% Cash Larceny 11 15.1%
Cash Larceny 11 12.4% Check Tampering 9 12.3%
Wire Transfers 3 3.4% Wire Transfers 1 1.4%

Register Disbursements 0 0.0% Register Disbursements 1 1.4%
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Victims of Occupational Fraud & Abuse

Service (general) — 60 Cases Service (professional, scientific or technical)
Scheme Cases % — 58 Cases
Skimming 18 30.0% Scheme %
Billing 16 26.7% Billing 16 27.6%
Check Tampering 14 23.3% Check Tampering 16 27.6%
Expense Reimbursements 12 20.0% Expense Reimbursements 15 25.9%
Cash Larceny 1" 18.3% Payroll 12 20.7%
Non-Cash 1 18.3% Non-Cash 1 19.0%
Payroll 7 11.7% Cash Larceny 6 10.3%
Wire Transfers 6 10.0% Wire Transfers S 8.6%
Register Disbursements 1 1.7% Skimming 4 6.9%
Register Disbursements 0 0.0%
Most Commonly Reported Asset Misappropriation Schemes
35 I [
30 - Non-Cash
n Payroll
2 25
E
5 20 I - Ré?r:gz?sements
Y
2 I - Skimming
-8 1 | | Check
ecl
g - Tampering
2
10 Cash
Larceny
| | Wi
5 - Tr;':sfers
I - Register
0 Disbursements
Banking and Government Manufacturing Health Care Insurance Retail Education Service Service
Financial and Public (general)  (professional,
Services  Adminstration scientific or technical)
Industry
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Industries with the Most
Corruption Cases

There were 349 cases that involved some form of corruption,
and in 320 of those, the respondent identified the industry
of the victim organization. The following table shows the
number of corruption cases in each industry, as well as the
percent of corruption cases in the industry.

Corruption Cases by Industry

Industries with the Most Financial
Statement Fraud Cases

As reported earlier, 120 cases involved financial statement
fraud. The following table shows the industries in which
those financial statement fraud cases occurred, and the
percent of financial statement fraud within each industry.

Financial Statement Fraud Cases by Industry

% %
All | Corrupt. All FSF
Industry P Corrupt. Industry FSF
Cases Cases Cases Cases
Cases Cases
. . 5 . .
Mining 1 1 100% IC’Iolz,rliim'.:xi:lcatlons/ 16 4 25.0%
Oil & Gas 32 15 46.9% ublishing
Manufacturing 101 39 38.6% Wholesale Trade 30 6 20.0%
Utilities 34 13 38.0% Manufacturing 101 20 19.8%
. .. Service (general) 60 10 16.7%
Com.mu‘mcatlons/ 16 6 37.5% -
Publishing Construction 35 5 14.3%
Construction 35 13 37.1% Healthcare 89 12 13.5%
Banking/Financial 148 50 35.19% Retail 75 10 13.3%
Services " Banking/Financial 148 18 12.0%
Service (scientific, Services i
zs:i?::r)nal or 58 20 34.5% Insurance 78 6 7.7%
T o d Transportation and | 27 2 7.4%
V;:'::Eg;;ﬂ;’“ and | 27 9 33.3% Warehousing
X Service (scientific,
lo)
Belezifien 3 24 329% professional or 58 4 6.9%
Insurance 78 24 30.8% technical)
Retail 75 20 26.7% Real Estate 30 2 6.7%
Government Government
and Public 119 31 26.1% and Public 119 5 4.2%
Administration Administration
Agriculture, Education 73 3 41%
:ﬁ;e;txﬁ':n';h'“g 8 2 25.0% Utilities 34 1 2.9%
Arts
(o) '’
Healthcare 89 21 23.6% Entertainment 22 0 0.0%
Service (general) 60 14 23.3% and Recreation
Arts, Agriculture,
Entertainment 22 5 22.7% Forestry, Fishing 8 0 0.0%
and Recreation and Hunting
Wholesale Trade 30 6 20.0% Mining 1 0 0.0%
Real Estate 30 5 16.7% Oil & Gas 32 0 0.0%
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Victims of Occupational Fraud & Abuse

TYPeS of Organizations Frequency and Median Loss Based
on Organization Type of Victims

In addition to measuring the industries of the affected

organizations, we also gathered data on the organization $250,000

types of the victims: were they privately held companies,
publicly traded corporations, not-for-profit organizations,

or government agencies? $200,000

Our Report represents a good cross-section of organiza-

tion types. Private companies were most heavily repre- $150,000
sented at 36.8%, while not-for-profit organizations had
the lowest representation at 13.9%.

$100,000

Median Loss

The following chart shows the distribution of cases among

the four organization types, and also illustrates the median

loss for cases in each group. As we can see, privately held $50,000
and publicly traded companies were not only the most

heavily represented organization types, they also suffered

the largest losses, at $210,000 and $200,000 respectively.

Private Public Government  Not-for-
Company  Company (17.6%) Profit
Methods of Fraud in Not-for-Profit Organizations (36.8%) (31.7%) (13.9%)

There is a great deal of anecdotal evidence suggesting Organization Type
that non-profit organizations are uniquely susceptible to (percent of cases)

fraud, and we frequently receive requests for information
concerning the methods by which fraud occurs in not-for-
profit organizations. The following table lists the most

commonly reported schemes among the 147 not-for-prof- Not-For-Profit Organizations — 147 Cases

it cases in our study. Corruption, billing fraud and expense Scheme Cases %8

reimbursement fraud were all cited in over 25% of the not- Corruption 43 29.3%

for-profit cases we reviewed. Billing 42 28.6%
Expense Reimbursements 42 28.6%
Check Tampering 36 24.5%
Skimming 33 22.4%
Cash Larceny 26 17.7%
Non-Cash 21 14.3%
Payroll 19 12.9%
Fraud Stmt 8 5.4%
Wire Transfers 8 5.4%
Register Disbursements 1 0.7%

¥The sum of percentages in this table exceeds 100% because several cases involved multiple methods of fraud.
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Size of the Victim Organization
Number of Employees

Small businesses (those with fewer than 100 employees) can face challenges in deterring and detecting fraud that differ
significantly from larger organizations. Our data show that these small organizations tend to suffer disproportionately large
fraud losses, which is similar to the ﬁndings in our 2002 and 2004 Reports. The median loss for fraud cases attacking small
organizations in our study was $190,000; this exceeded the median loss for cases in any other group. Small organizations
were also the most heavﬂy represented group, making up 36% of all frauds in the study‘

Size of Victim Organization Based on Number of Employees

<100

(36.0%) $190,000

100-999

(20.3%) $179,000

1,000-9,999

(24.8%) $120,000

(percent of cases)

10,000+
(18.9%)

Number of Employees

$150,000

$0 $50,000 $100,000 $150,000 $200,000

Median Loss
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Victims of Occupational Fraud & Abuse

Methods of Fraud in Small Small Business (<100 employees) — 381 Cases
Businesses Scheme Cases %’
Because of persistent evidence suggesting that fraud op- Check Tampering m 29.1%
erates on small businesses differently than on larger or- Skimming 105 27.6%
ganizations, we felt it was important to identify the most Billing 94 24.7%
common schemes in small organizations. This may pro- ExpencaIRe mBaomens 88 23.1%
vide some guidance to small business owners on where to :
. Corruption 87 22.8%
focus anti-fraud efforts.
Cash Larceny 75 19.7%
For example, the most common small business scheme in Payroll 68 17.8%
our study was check tampering, which frequently occurs Non-Cash 67 17.6%
when one individual has access to the company’s check- Financial Statement Fraud 46 12.1
book and also. bas responsibility for recording payments Wire Transfers 2 7 6%
and/or reconciling the company bank statement. This is a : :
. . . . . Register Disbursements 6 1.6%
situation that is often common in small businesses where

limited personnel can make it difficult to segregate duties.

A small business owner concerned with check tampering
might take certain basic steps such as insisting on signing
all checks personally or having an unopened copy of the
company’s bank statement sent to the owner’s residence so
that it can be reviewed independently and compared to the
company’s books and records.

“The sum of percentages in this table exceeds 100% because several cases involved multiple methods of fraud.
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Annual Revenues

Another way to measure the size of an organization is based on its annual revenues (or, in the case of government organiza-
tions, its budget). The following table illustrates the median losses and frequency of cases based on the annual revenues of
the victim organizations. The largest frauds (medi:m loss of $275,000) were committed in organizations with between $10
million and $50 million in annual sales.

Size of Victim Organization Based
on Annual Revenues/Budget
Median Loss and Frequency

$55,000
<$1M (10.1%) [\

$200,000
$IM- $10M (22.7%) (S

‘ ‘ $275,000

Annual Revenues of Victim
(percent of cases)

$10M-$50M (14.2%) [
‘ ‘ $178,000
$50M - $500M (18.3%) W
‘ ‘ $200,00(
$500M+ (34.6%) )
$50,000 $100,000 $150,000 $200,000 $250,000 $300,000

Median Loss
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Detecting Occupational Fraud

How is fraud first discovered? The following chart shows how occupational

frauds were first detected by the victim organizations. The most common

method of detection was by a tip, which was also true in 2004,

We believe this indicates that anonymous reporting mech-
anisms are a key component of effective anti-fraud pro-
grams. Unfortunately, the majority of victim organizations
in our study did not have established reporting structures
at the time they were defrauded (see pg. 35 ). It is impor-
tant to remember that establishing hotlines is not the only
way to encourage tips. Several other factors play into an
effective reporting structure.

Organizations should conduct anti-fraud training to edu-
cate their employees on how to recognize and report il-
legal conduct, and to impress upon those employees the
fact that such conduct is counterproductive and will not
be tolerated. Furthermore, organizations should generally
seek to foster open channels of communication among
employees and all levels of management so that question-
able conduct can be brought to light before it develops into
outright illegal activity.

Regarding the means by which frauds were first discovered,
we found it discouraging to note that accidental discovery
was more commonly reported than internal audit, internal
controls or external audit. This suggests that organizations
still need to do a better job of proactively designing con-
trols and audits to identify fraud.

Initial Detection of Occupational Frauds'®

Tip

By Accident
Internal Audit
Internal Controls
External Audit

Detection Method

Notified by Police

\
0% 5% 10%

15% 20% 25% 30% 35%

Percent of Cases

'"The sum of percentages in this chart exceeds 100% because in some cases respondents identified more than one detection method. The same is true for

all charts in this Report showing how occupational frauds were detected.
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Sources of Tips

Tips were the most common means by which occupational
fraud was detected in the cases we reviewed and the ma-
jority of tips — nearly two out of three — were received
from employees. It is important to remember, though, that
a significant number of tips came from outside sources
such as customers and vendors. As we stated in our 2004
Report, an effective reporting system should be designed
to reach out not only to employees, but also to these third-
party sources.

Percent of Tips by Source

- Vendor
I:l Customer
- Anonymous
- Employee

Detecting Fraud by Owners and
Executives

Detection of frauds by owners and executives can present
special problems because these individuals have high levels
of authority within their organizations and are typically in
a position to override controls to avoid detection. Thus, it
is harder for these schemes to be detected through tradi-
tional audits and anti-fraud controls. Our data show that
nearly half of owner/executive cases were detected through
a tip, which far exceeded the rate for all cases. Conversely,
only 8.8% of owner/executive cases were detected through
the operation of internal controls and only 16.2% were de-
tected through internal audits, both of which were lower
than the rates for all cases.

This data is important because losses associated with
owner/exec schemes tend to be larger than for any other
group, yet these schemes are much less likely to be detect-
ed through normal audits or control functions. This high-
lights the importance of establishing anonymous reporting
mechanisms, conducting anti-fraud training and fostering
open channels of communication as discussed eatlier.

Detection of Frauds by Owner/Executives

Tip

By Accident

_16.2%

- Owner/Exec.
- All Cases

Internal Audit -

| —
8.8%

Internal Controls

Detection Method

External Audit [

L e
6.8%

Notified by Police gyoa

0% 5% 10% 15% 20%

30% 35% 40% 45% 50%

Percent of Cases
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Detecting Occupational Fraud

Detecting the Largest Frauds conceal it. Conversely, the purpose of analyzing the detec-

tion of the cases with the largest losses is simply to help

We also measured the detection methods for schemes thac us understand how best to catch the catastrophic fraud as

caused losses of $1 million or more. To some extent, this
data will overlap with the owner/executive data shown on
the previous page. However, there is some distinction; not
all $1 million schemes were committed by owner/execu-
tives, and conversely, not all owner/executive schemes cost
over $1 million. The purpose of analyzing the detection of
owner/executive frauds was to help us understand how to
detect frauds committed by those in the best position to

early as possible.

Despite the differing goals of these two analyses, the re-
sults are similar: we again see that tips are the most com-
mon form of detection. We also found that the largest
frauds were less likely to be detected by internal audits or
internal controls.

Detection Method for Million Dollar Schemes

- $1,000,000+
- All Cases

Tip

34.2%

By
Accident

Internal
Audit

Internal
Controls

External 000
Audit

Notified by
Police

Detection Method

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Percent of Cases

Detection of Frauds in Small Businesses

. 2 - Small Businesses
Tip :
|
Byl o 5 - All Cases

Accident

|
Internal 11.5%

Audit
EET |
Internal [N ERE)
Controls 19.2%
(AR}

External
Audit

Notified by 1%
Police 8%

Detection Method

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Percent of Cases
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Detecting Fraud in Small
Businesses

Frauds in small businesses (those with fewer than 100 em-
ployees) were less likely to be detected by a tip than occu-
pational frauds in general. They were also less likely to be
detected by internal audit or internal controls, which may
be because many small organizations often lack strong
internal control structures or any type of internal audit
department. For example, only 73 of the 381 small busi-
nesses in our study had internal audit departments, yet in
34 cases, small business frauds were detected by internal
audit. This translates to an adjusted rate of detection by
internal audit of 46.6%, which suggests that internal audit

departments can be effective in detecting fraud when they
are utilized by small businesses. We also found that frauds
in small businesses were much more likely to be detected
by accident, suggesting that these organizations do not do
a good job of proactively detecting fraud.

Detecting Fraud in Not-for-Profit
Organizations

The data for detection of fraud in not-for-profit organiza-
tions was Iargely consistent with the data resulting from
all cases. Tips were again the most common detection
method, followed by accidents.

Detecting Fraud in Not-for-Profit Organizations

Tie e 7

By
Accident

Internal

- Not-for-Profit
- All Cases

Audit

Internal

Controls

External

Detection Method

Audit
Notified by Eea

Police [EX:EA

0% 5% 10% 15% 20% 25%

Percent of Cases

30% 35% 40% 45% 50%
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Detecting Occupational Fraud

Detecting Fraud in Government
Agencies

Generally speaking, government agencies were much less
likely to rely on accidental detection of fraud, whereas
their rates of detection through tips, external audits and
notification by law enforcement each exceeded the rates for
all cases.

Detecting Fraud in Privately Held
Companies

Privately held companies had the lowest rate of detection
through tips of any organization type in our study. Less than
25% of cases in private companies were detected through
tips, whereas nearly 35% were detected by accident. Rates of
detection by internal audit and internal controls also lagged
behind the overall rate, whereas private companies were
more likely to detect frauds through external audits.

Detecting Fraud in Publicly Traded
Companies

Publicly traded companies had a higher rate of detection
through tips, internal audits and internal controls than was
found overall. This may be due to the impact of Sarbanes-
Oxley, which mandates that publicly traded companies
establish anonymous reporting mechanisms and places a
strong emphasis on enhanced internal controls to detect
fraud. However, the data in this respect are inconclusive,
as the rates of cases detected by tips and through internal
controls in public companies are both lower in the present
study than they were in our 2004 Report.

Detection of Frauds in Government Agencies

B;

- Government
- All Cases

y
Accident

Internal

Audit

Internal

Controls

External

Detection Method

Audit
Notified by

Police EX38

0% 5% 10% 15% 20% 25%

30% 35% 40% 45% 50%

Percent of Cases
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Detection Method

Detection Method

Detection of Frauds in Privately Held Companies

Tip

- Private Company

B 34.8%

- All Cases

y
Accident

Internal

Audit

Internal

Controls

External

Audit
Notified by

Police EEF4

0% 5% 10% 15% 20% 25% 30% 35% 40%

Percent of Cases

45%

50%

Detection of Frauds in Publicly Traded Companies

Tip
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Limiting Fraud Losses

We asked each respondent to provide information on the anti-fraud measures

that were in place in the victim organizations at the time the frauds occurred.

Our goal was to identify which mechanisms were most commonly used and

to measure each anti-fraud measure’s relative effectiveness.

We tested for five anti-fraud measures:

1) Did the victim have a fraud hotline or
anonymous reporting mechanism?

2) Did the victim provide fraud awareness or ethics
training for employees and managers?

3) Did the victim have an internal audit or fraud
examination department?

4) Did the victim perform surprise audits on a
regular basis?

5) Was the victim audited by external auditors?

Most Common Anti-Fraud
Measures

The most common anti-fraud measure among the victim
organizations in our study was the use of external audits,
which were utilized by 75% of the victim organizations.
Next most common was internal audits, at 59%. Fraud
training and fraud hotlines were both utilized by just un-
der half of the organizations we studied, while surprise au-
dits were only reported in 29% of victim organizations.

It is interesting to note the discrepancy between the frequency
of certain anti-fraud measures here and the data we gathered
on detection of occupational fraud. For example, we found
that the most common means of detecting fraud was through
tips (see pg. 28), yet as the following chart shows, hotlines
ranked fourth among anti-fraud measures in terms of use,
and were utilized by less than half of the organizations in our
study. Given the relative effectiveness of tips as a detection
method, we would hope to see more organizations utilizing
anonymous reporting mechanisms such as hotlines in order
to encourage and facilitate the reporting of illegal conduct.

On the other hand, external audits were by far the most
commonly reported anti-fraud measure, yet external audits
ranked fifth in terms of detecting occupational fraud. Al-
though there are a number of factors that determine what
kinds of anti-fraud measures will be used by an organiza-
tion (external audits, for instance, are legally required for
certain types of organizations), there nevertheless seems
to be a certain level of disconnect between the anti-fraud
measures organizations employ and the effectiveness of
those measures in detecting occupational fraud'.

""The effectiveness of these measures in deterring or preventing occupational fraud is certainly a key factor in determining whether they should be

employed, but the deterrent capability of these mechanisms is outside the scope of our inquiry.
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Effectiveness of Anti-Fraud
Measures

In an effort to test the effectiveness of each anti-fraud con-
trol, we measured the median loss in cases where the anti-
fraud measure was present, then compared it to the median
loss in cases where the anti-fraud measure was absent. We
also measured the length of time it took to discover the
fraud, based on whether each of these factors was present
or not. These are obviously not precise indicators of the
value of each respective control — there are several factors
that determine the size and duration of a fraud — but it
helps us get some sense of the impact the respective anti-

fraud measures had on fraud IOSSES.

Anonymous Fraud Hotlines

There were 479 organizations that had fraud hotlines or
other anonymous reporting mechanisms at the time the
frauds occurred, compared to 581 that did not. As the fol-
Iowing companion charts illustrate, organizations with hot-
lines had a median loss of $100,000 per scheme and detected
their frauds within 15 months of inception. By contrast, or-
ganizations without hotlines suffered twice the median loss

— $200,000 — and took 24 months to detect their frauds.
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Limiting Fraud Losses

Internal Audits Median Loss Based on Whether
Internal audits also had a positive correlation with both Organization had Internal Audits

time to detection and median loss. Fifty—nine percent of

victim organizations we reviewed had an internal audit or
fraud examination department at the time of the fraud. $218,000
Those organizations had median losses of $120,000, as
opposed to $218,000 for organizations without an inter-

nal audit function. Similarly, organizations with internal

Internal Audits

audit departments detected their frauds in 18 months, as

opposed to 24 months for those without internal audit

$0 $50,000 $100,000 $150,000 $200,000 $250,000

Median Loss

departments.

External Audits

The data from our study on the effectiveness of external

audits was counter-intuitive. Although external audits

were the most common anti-fraud control among the Median Number of Months to Detection Based on
S . . Whether Organization had Internal Audits

organizations in our study, we found organizations that

utilized external audits had l/)igher fraud losses than those

that did not. No

Similarly, we found no connection between the use of ex-
ternal audits and the length of the scheme. Organizations

Internal Audits

that had external audits saw fraud schemes with a median

length of 23 months, while those with no external audits

experienced schemes with a median length of 18 months. 0 5 10 15 20 25

Months to Detection
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Surprise Audits

O{: course, there are other reasons Why external audits can

be valuable to organizations, and with the increased focus
on fraud in external audits that is mandated by SAS 99,
we would hope to see these numbers trend up in future
reports, but in our current study we did not find data to
indicate that external audits were particularly effective at
detecting fraud.”

Surprise Audits

Surprise audits are frequently cited as an effective method
for both fraud prevention and fraud detection. We found
that surprise audits were the least commonly utilized anti-
fraud control among those we tested for.

Only 29.2% of the victim organizations regularly conducted
surprise audits, yet those organizations had median losses
of $100,000, as opposed to a median loss of $200,000 for
organizations that did not conduct them. Organizations
that used surprise audits also had fraud schemes with a
median length of 15 months; nine months less than in or-
ganizations where surprise audits were not conducted.

Median Loss Based on Whether
Organization had Surprise Audits
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"2As we stated on pg. 28 of this Report, external audits ranked fifth out of six detection methods and were credited with identifying only 12% of the

cases in our SEleY.
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Limiting Fraud Losses

Fraud Awareness/Ethics Training

Among the victim organizations in this Report, 45.9%
employed a fraud awareness or ethics training program for
their managers and employees. The goal of such training
is to make staff aware of how fraud is committed and to
emphasize the importance of being watchful and reporting
fraudulent conduct when it is observed or suspected.

The median loss in organizations with fraud training in our
study was $100,000 — half that of the loss for those orga-
nizations with no training. These organizations also expe-
rienced fraud schemes of a signiﬁc:mdy shorter length.

Median Number of Months to Detection Based on Whether
Organization had Fraud Awareness or Ethics Trainings

Fraud Training

Yes

0 5 10 15 20 25
Months to Detection
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Fraud Training
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Anti-Fraud Measures by Industry

In addition to measuring the general frequency and effec-
tiveness of anti-fraud measures, we also looked at the fre-
quency with which each anti-fraud measure was employed
in various industries. This inquiry was limited to indus-

tries with at least 50 cases.

Banking and Financial Services

Not surprisingly, the Banking and Financial Services In-
dustry had high rates of both external and internal audits.
Over 90% of Banking and Financial Services organizations
were audited by external auditors, and nearly three-fourths
had internal audit departments. Although our data show
that fraud hotlines can be very useful in detecting fraud,
less than half of the banking and financial services organi-
zations utilized them.

Banking and Financial Services

— 148 Cases
Control Cases %
External Audit 138 93.2%
Internal Audit 109 73.6%
Fraud Training 86 58.1%
Surprise Audits | 71 48.0%
Hotline 65 43.9%

Government and Public Administration

External audits and internal audits were the two most
common anti-fraud measures reported among organiza-
tions in the government and public administration sector.
Fraud training, anonymous reporting hotlines and the use
of surprise audits were all reported in less than half of the

government organizations in our survey.

Government and Public
Administration — 119 Cases

Control Cases %
External Audit 88 73.9%
Internal Audit 76 63.9%
Fraud Training 53 44.5%
Surprise Audits | 47 39.5%
Hotline 30 25.2%

Manufacturing

Three-fourths of organizations from the manufacturing
industry utilized external audits, while 60% had internal
audits and approximately half had fraud hotlines. Only
about 16% used regular surprise audits as a fraud detec-

tion tool.

Manufacturing — 101 Cases

Control Cases %
External Audit 77 76.2%
Internal Audit 61 60.4%
Hotline 16 15.8%
Fraud Training 50 49.5%
Surprise Audits | 38 37.6%
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Limiting Fraud Losses

Healthcare

Both hotlines and fraud training were utilized by over 50%
of the healthcare organizations in our study. These figures
were relatively high compared to other industries.

Healthcare — 89 Cases

Control Cases %
External Audit 58 65.2%
Internal Audit 45 50.6%
Fraud Training 45 50.6%
Surprise Audits | 44 49.4%
Hotline 19 21.3%

Insurance

Overall, insurance organizations scored well in terms of
having established anti-fraud measures in place. Nearly
70% of the organizations in the insurance industry con-
ducted fraud training for their employees and managers
— a higher rate than for any other industry we tested.
Insurance organizations were also more likely to have ho-
tlines than organizations from any other industry. Finally,
we found that internal audit departments and external au-
dits were both present in 80% of the insurance companies

in our study.

Insurance — 78 Cases

Control Cases %
External Audit 62 79.5%
Internal Audit 62 79.5%
Fraud Training 55 70.5%
Surprise Audits | 54 69.2%
Hotline 32 41.0%
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Retail
Generaﬂy speaking, retail industries tended to have fewer

anti-fraud measures than other organizations. The most
commonly cited controls — internal audit departments
and external audits — were each present in only a little
more than half of the retail organizations from our survey.
Fraud training, however, was more common in the retail

industry than in most others.

Retail — 75 Cases

Control Cases %
External Audit 41 54.7%
Internal Audit 41 54.7%
Fraud Training 40 53.3%
Surprise Audits | 36 48.0%
Hotline 24 32.0%
Education

Over 80% of education organizations had external audits,
and two-thirds of these organizations had internal audit
departments. Perhaps the most interesting information in
the following table is the fact that less than a third of edu-
cation organizations utilized fraud training. One would
have hoped educational organizations would have seen
more benefit to educating their employees about fraud.

Education — 73 Cases

Control Cases %
External Audit 61 83.6%
Internal Audit 49 67.1%
Fraud Training 29 39.7%
Surprise Audits | 22 30.1%
Hotline 21 28.8%




Service (general)

Opverall, there was a low rate of anti-fraud measures em-
ployed by the general service organizations in our survey.
External audits were utilized by 63% of service organiza-
tions, but no other anti-fraud control was reported in even
half of the cases from this industry.

Service (general) — 60 Cases

Control Cases %
External Audit 38 63.3%
Internal Audit 24 40.0%
Fraud Training 18 30.0%
Surprise Audits | 17 28.3%
Hotline 9 15.0%

Service (professional, scientific or technical)

Professional service organizations were even less likely
than general service organizations to have established anti-
fraud measures. Less than 40% of these organizations had
external audits (the lowest rate for any industry) and each
of the other control mechanisms was cited in less than

one—third Of our cases.

Service (professional, scientific
or technical) — 58 Cases

Control Cases %
External Audit 23 39.7%
Internal Audit 19 32.8%
Fraud Training 17 29.3%
Surprise Audits | 15 25.9%
Hotline 12 20.7%

Anti-Fraud Measures in Small Businesses

One of the reasons small businesses tend to suffer dispro-
portionately large fraud losses may be because they tend
not to have many established anti-fraud measures. A little
less than half of small businesses we examined had exter-
nal audits and no other anti-fraud measure was cited in
even 20% of small business cases. This may help explain
why more small business frauds are detected by accident
than by any other means.

Small Business
(<100 Employees) — 381 Cases

Control Cases %
External Audit 184 48.3%
Internal Audit 73 19.2%
Fraud Training 55 14.4%
Surprise Audits | 38 10.0%
Hotline 31 8.1%

Anti-Fraud Measures in Not-for-Profit Organizations
Tips were the most common means by which frauds were
detected in not-for-profit organizations, yet less than one-
third of the not-for-profits in our study had an established
anonymous reporting mechanism. Fraud training and the
use of surprise audits were also ignored by the majority of
not-for-profits.

Not-for-profit Organizations

— 147 Cases
Control Cases %
External Audit 104 70.7%
Internal Audit 67 45.6%
Fraud Training 50 34.0%
Surprise Audits | 47 32.0%
Hotline 33 22.4%
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The Perpetrators

The perpetrators of occupational fraud are the people who use their posi-

tions within an organization for personal enrichment through the deliberate

misuse or misapplication of the organization’s resources or assets.

In our survey, we asked respondents to provide detailed
information about the perpetrators of the crimes they had
investigated.”® This data helps us see how certain factors
related to the perpetrator affect the nature of fraud and the

size of losses inflicted upon victim organizations.

Effect of the Perpetrator’s Position

Our past studies have indicated — and our current study
confirms — that the level of authority a person holds within
an organization will tend to have the most signiﬁcant impact
on the size of the loss in a fraud scheme. The more authority
an individual has, the greater that individual’s access to or-
ganizational resources, and the more ability that person has
to override controls in order to conceal the fraud.

We asked respondents to classify the principal perpetrator
in each scheme in one of three categories: (1) employee;
(2) manager; or (3) owner/executive. As the following
charts illustrate, most of the perpetrators were either em-
ployees (41.2%) or managers (39.5%). Owner/executives
made up less than one-fifth of the perpetrators, but they
accounted for the largest losses by far. The median loss in
a scheme committed by an owner or executive was $1 mil-
lion. This was nearly five times more than the median loss
in a scheme committed by a manager and almost 13 times
as large as the median loss caused by employees.

Position of Perpetrator — Median Loss

Employee

Manager

Owner/
Executive

Position of Perpetrator

$1,000,000

$0 $200,000

$400,000

Median Loss

$600,000 $800,000  $1,000,000

PIn cases where there was more than one perpetrator, respondents were asked to provide data on the “Principal Perpetrator,” which was defined as the

person who worked for the victim organization and who was the primary culprit.
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Median Loss
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The Perpetrator’s Annual Income

Just as fraud losses tended to rise based on the perpetra-
tor’s level of authority within an organization, we also
found that there was a positive correlation between the
perpetrators annual income and the size of fraud losses.
As incomes rose, so did fraud losses. The median loss for
employees in the lowest classification was $75,000, where-
as the median loss for the employees with the highest
yearly incomes — $500,000 or more — was $8 million.
This data correlates with our previous findings on how a
fraudster’s position within the victim organization influ-
ences loss. We would expect that the employees with the
highest levels of authority would generally be the highest
paid as well. Thus, we believe annual income is only a sec-

ondary factor influencing loss.

Median Loss Based on Perpetrator’'s Annual Income
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The Perpetrators

The Effect of Tenure

We also found a direct correlation between the length of
time an employee had been employed by a victim orga-
nization and the size of the loss in the case. Employees
who had been with the victim for 10 years or more caused
median losses of $263,000, whereas employees who had
been with their employers for one year or less caused me-
dian losses of $45,000. To some extent, this data may also
be linked to the position data shown earlier. The longer
an employee works for an organization, the more likely it
is that the employee will advance to increasing levels of
authority. However, we believe the critical factors most di-
rectly influenced by tenure are trust and opportunity.

It is axiomatic that the more trust an organization places
in an employee in the forms of autonomy and authority,
the greater that employees opportunity to commit fraud.
Employees with long tenure will, by and large, tend to en-
gender more trust from their employers. They will also
become more familiar with the organization’s operations
and controls — including gaps in those controls — which
can provide a greater understanding of how to misappro-
priate funds without getting caught. This is not to imply
that all long-term trusted employees will commit fraud;
however, in general those employees will be better equipped
to commit fraud then their counterparts with less experi-
ence. When long-term employees decide to commit fraud,
they will tend to be more successful.

The Effect of Gender

In each edition of the Report to the Nation, we have found
that median losses committed by men tend to be much
higher than those committed by women. That fact was
apparent again in our current study. The median loss in
frauds committed by males was $250,000, more than
twice as high as the median loss in frauds committed by
women. Men also accounted for 61% of the cases. We
speculate that the disparity in losses based on gender is
a result of men tending to hold more management and
executive-level positions in many organizations.
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The Effect of Age

The frauds in our study were committed by persons rang-
ing in age from 16 to 80. We found a strong correlation be-
tween the age of the perpetrator and the size of the median
loss, which was consistent with our findings from previ-
ous Reports. Although there were very few cases commit-
ted by employees over the age of 60 (2.8%), the median
loss in those schemes was $713,000. By comparison, the
median loss in frauds committed by those 25 or younger
was $25,000. As with income and gender, we believe age is
most likely a secondary factor in predicting the loss associ-
ated with an occupational fraud, generaﬂy reﬂecting the
perpetrator’s position and tenure within an organization.

While frauds committed by those in the highest age
groups were the most costly on average, over two-thirds
of the frauds reported were committed by employees in
the 31-50 age group. The median age among perpetrators
was 42.

The Effect of Education

As employees’ education 1€V€IS rose, so dld the 1OSS€S from

their frauds. The median loss in schemes committed by
those with only a high school education was $100,000,
whereas the median loss caused by employees with a post-
graduate education was $425,000. This trend was to be
expected given that those with higher education levels will
tend to occupy positions with higher levels of authority.
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The Perpetrators

The Perpetrator’s Department

In addition to classifying perpetrators based on broad de-
mographic factors such as their age, income or general level
of authority within an organization, we also grouped them
based on the departments in which they worked.

When combined with information on the types of schemes
committed, this will hopefully provide organizations with
valuable information about the relative level of risk for spe-
cific types of fraud in different departments.

Survey respondents were provided with a list of 15 com-
mon departments or job-type classifications, and were
asked to select the one that best described the principal
perpetrator in their case.

We received 823 usable responses. The following table
shows the number of cases based on the perpetrator’s de-
partment. The most heavily represented department was
accounting, with over 30% of fraudsters. The next most
common category was executive or upper management
(20.9%), followed by sales (14%) and customer service
(11.2%).
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Number of Cases Based on
Perpetrator’s Department

Department #of % | Median
Cases Loss
Accounting 249 30.3% | $199,000
Executive/Upper 172 20.9% | $900,000
Management
Sales 115 14.0% | $96,000
Customer Service 92 11.2% | $50,000
Finance 34 4.1% | $395,000
Manufacturing & 31 3.8% | $245,000
Production
Purchasing 25 3.0% | $1,000,000
Warehousing/Inventory 23 2.8% | $100,000
Information Technology 20 2.4% | $138,000
Human Resources 15 1.8% | $64,000
Marketing/ 13 1.6% | $650,000
Public Relations
Legal 12 1.5% | $213,000
Research & Development | 10 1.2% | $315,000
Board of Directors 10 1.2% | $310,000
Internal Audit 2 0.2% | $38,000




In addition to examining the frequency of frauds based

on their department of origin, we also looked at the losses
associated with frauds from various departments. The
following table shows the median loss for fraud schemes
based on the department in which the principal perpetra-
tor worked.

The Iargest losses occurred in purchasing, which had me-
dian losses of $1 million for 25 cases. Frauds by executives
and upper management were the next highest category at
$900,000. Schemes committed by employees in sales, hu-
man resources and customer service tended to be among
the least costly.

Median Loss Based on Perpetrator’'s Department
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Most Common Asset Misappropriation Schemes by Department

We further analyzed the cases in our survey to determine what types of fraud were most commonly associated with each de-
partment. This analysis was limited to the four departments in which at least 50 cases were reported. This data should provide
useful information to organizations on how to assess risks and structure controls within these departments. Because over 90%
of all cases involved asset misappropriations, we limited this analysis to asset misappropriation schemes. Data on departments
most commonly associated with corruption and financial statement fraud is presented in the following section.

Accounting

Accounting — 249 Cases

When accounting employees committed occupational
Scheme Cases %

fraud, the most common schemes were check tampering

and biﬂing fraud. Check tampering, which was cited in Check Tampering 74 29.7%
nearly 30% of all cases committed by accounting employ— Billing 65 26.1%
ees, occurs when individuals forge or alter company checks, Skimming 59 23.7%
or steal putgoing Checks'that were issued to a third party. Payroll 49 19.7%
Accounting personnel with access to company check stock
: . .. o Expense Reimbursement 49 19.7%
would obviously be in a good position to commit this kind
of fraud. Biﬂing schemes typicaﬂy involve the processing of Cash Larceny 46 18.5%
fraudulent invoices and it would therefore be expected that Non-Cash 21 8.4%
these schemes might involve employees in accounts payable. Wire Transfers 14 5.6%
Register Disbursement 1 0.4%

Executive/Upper Management
Over 20% of the frauds in this Report were committed
by executive or upper management personnel, and these

schemes had a very high median loss of $900,000. Billing Executive/Upper Mgmt — 172 Cases
fraud, expense reimbursement fraud, and non-cash mis- Scheme Cases %
appropriation were all cited in more than one-fourth of Billing 54 31.4%
the executive/upper management cases we reviewed. Expense Reimbursement 53 308%
Non-Cash 45 26.2%
Check Tampering 34 19.8%
Skimming 32 18.6%
Wire Transfers 27 15.7%
Payroll 20 11.6%
Cash Larceny 19 11.0%
Register Disbursement 3 1.7%
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Sales

The most common type of asset misappropriation com-
mitted by sales personnel was non-cash misappropriation,
such as when an employee steals inventory or merchandise
from a sales floor.

Skimming was the next most common scheme. This type
of fraud generally involves the off-book sale of goods or
services by an employee. The sale is never recorded and the
employee pockets the money.

Customer Service

Eleven percent of the cases in our study were commit-
ted by employees in customer service-related positions.
There was a wide distribution of scheme types in this
group of cases. Non-cash thefts were cited 25% of the
time. After that, cash Iarceny, skimming, billing fraud and
payroll fraud were all reported in between 10 and 13% of

customer service cases.

Sales — 115 Cases

Scheme Cases %
Non-Cash 33 28.7%
Skimming 27 23.5%
Expense Reimbursement 22 19.1%
Cash Larceny 20 17.4%
Billing 16 13.9%
Payroll 6 5.2%
Register Disbursement 5 4.3%
Wire Transfers 4 3.5%
Check Tampering 4 3.5%

Customer Service — 92 Cases

Scheme Cases %
Non-Cash 23 25.0%
Cash Larceny 12 13.0%
Skimming M 12.0%
Billing 10 10.9%
Payroll 10 10.9%
Expense Reimbursement 6 6.5%
Check Tampering 6 6.5%
Wire Transfers 3 3.3%
Register Disbursement 2 2.2%

ACEFE Report to the Nation on Occupational Fraud & Abuse

49



The Perpetrators

Categories of Fraud Based on Department

For each case in this Report, we compared the type of scheme committed with the department in which the perpetrator
worked. The goal was to provide data that could be useful to organizations in structuring their anti-fraud controls by iden-
tifying the departments most commonly associated with certain types of occupational fraud.

Financial Statement Fraud Financial Statement Fraud

Financial statement fraud was the most COSdY form Of
Cases %

Department

fraud. The median loss in financial statement fraud cas-

es was $2 million. Not surprisingly, half of the financial Executive/Upper Management 49 50.0%
statement frauds in our study were committed by execu- Accounting 17 17.3%
tive or upper management personnel. Another 17% were Sales 1 11.2%
committed by accounting employees. Finance 8 8.2%
Corruption Purchasing 3 3.1%
Corruption schemes can be a particularly insidious form Board of Directors 3 3.1%
of occupation;ﬂ fraud. They generaﬂy involve collusion Legal 2 2.0%
between an employee and an outside party, and this con- Customer Service 1 1.0%
spiracy serves to undermine the victim’s controls. The me- Manufacturing & Production 1 1.0%
dian loss among casee 1nV01V1ng co'rruptlon was '$538,0F)0 S T e 1 10%
— more than three times the median loss associated with

. . Human Resources 1 1.0%
asset misappropriations.

Marketing/Public Relations 1 1.0%

Like financial statement fraud, corruption schemes were

most Iikely to be committed by executive or upper man-

agement employees. Nearly 30% of corruption cases came
from this group. Accounting and sales departments to-

gether accounted for another 30% of corruption cases.
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Corruption

Department

Executive/Upper Management 75 27.9%
Accounting 40 14.9%
Sales 37 13.8%
Customer Service 21 7.8%
Manufacturing & Production 17 6.3%
Marketing/Public Relations 17 6.3%
Purchasing 15 5.6%
Finance 12 4.5%
Human Resources 9 3.3%
Info Tech 7 2.6%
Board of Directors 6 2.2%
Warehousing/Inventory 5 1.9%
Legal 5 1.9%
Research & Development 3 1.1%




Billing Schemes

Among the fraudulent disbursements, billing schemes
were the most common and were associated with the larg-
est losses. Over half of all billing schemes in our study
were committed by accounting personnel or executive/up-

pCI‘ management.

Expense Reimbursement Schemes

Executives were also the most likely to commit expense
reimbursement fraud, followed by employees in account-
ing and sales. Presumably, sales employees would be most
likely to file fraudulent expense reports, whereas account-
ing staff, who are less likely to travel on company busi-
ness, would tend to be involved on the other end of these
schemes by processing knowingly false expense reports for

payment.

Payroll Schemes

Not surprisingly, accounting personnel (which includes the
payroll accounting department) were most often involved
in payroll fraud schemes. Approximately half of all payroll
frauds were attributed to accounting. However, payroll
frauds were also committed by employees in a number of
other departments who claimed false overtime, conjured
up ghost employees, falsified leave reports, or otherwise at-
tempted to bilk their organizations’ payroll systems.

Payroll Schemes

Department
Accounting 49 47.6%
Executive/Upper Management 20 19.4%
Customer Service 10 9.7%
Sales 6 5.8%
Manufacturing & Production 4 3.9%
Research & Development 4 3.9%
Human Resources 3 2.9%
Legal 3 2.9%
Warehousing/Inventory 1 1.0%
Finance 1 1.0%
Marketing/Public Relations 1 1.0%
Board of Directors 1 1.0%

Billing Schemes

Department Cases %
Accounting 65 31.0%
Executive/Upper Management 54 25.7%
Sales 16 7.6%
Purchasing 15 71%
Manufacturing & Production 1" 5.2%
Customer Service 10 4.8%
Finance 8 3.8%
Information Technology 7 3.3%
Marketing/Public Relations 7 3.3%
Warehousing/Inventory 5 2.4%
Research & Development 4 1.9%
Human Resources 3 1.4%
Legal 3 1.4%
Board of Directors 2 1.0%

Expense Reimbursement Schemes

Department

Cases

%

Executive/Upper Management 53 34.4%
Accounting 39 31.8%
Sales 22 14.3%
Customer Service 6 3.9%
Research & Development 4 2.6%
Board of Directors 4 2.6%
Finance 3 1.9%
Marketing/Public Relations 3 1.9%
Legal 3 1.9%
Manufacturing & Production 2 1.3%
Human Resources 2 1.3%
Information Technology 1 0.6%
Purchasing 1 0.6%
Internal Audit 1 0.6%
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The Perpetrators

Check Tampering

As we stated earlier, the most common type of fraud com-
mitted by accounting employees was check tampering, in
which company checks are forged or altered, or outgoing
checks are stolen and deposited in the perpetrator’s bank
account.

Over one-fourth of check tampering cases were commit-
ted by executives. In many cases, these schemes involved
executives with signatory authority who wrote company
checks to pay personal expenses.

Wire Transfer Schemes

Wire transfer schemes were also most likely to be commit-
ted either by executives (who would have the authority to
approve a wire transfer of funds) or accounting personnel
(who would be responsible for processing those transfers.)

Cash Larceny

One of the most common ways for cash larceny to occur is
for an employee to steal part or all of an organization’s dai-
ly receipts before they are deposited in the bank. Since ac-
counting personnel are generally responsible for preparing
the bank deposit, it is not surprising that these employees
would be the most likely to commit cash larceny.

Another common way for cash larceny to occur is for an
employee to steal cash receipts at the point of sale. As we see
below, nearly 20% of cash larceny schemes were commit-
ted by sales department employees, and another 11% were
committed by those with customer service responsibilities.
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Check Tampering

Department Cases %
Accounting 74 57.4%
Executive/Upper Management 34 26.4%
Customer Service 6 4.7%
Finance 6 4.7%
Sales 4 3.1%
Board of Directors 2 1.6%
Manufacturing & Production 1 0.8%
Purchasing 1 0.8%
Human Resources 1 0.8%

Wire Transfer Schemes

Department

Cases

Executive/Upper Management 27 48.2%
Accounting 14 25.0%
Finance 7 12.5%
Sales 4 7.1%
Customer Service 3 5.4%
Marketing/Public Relations 1 1.8%

Cash Larceny

Department
Accounting 46 43.0%
Sales 20 18.7%
Executive/Upper Management 19 17.8%
Customer Service 12 11.2%
Finance 6 5.6%
Manufacturing & Production 2 1.9%
Information Technology 1 0.9%
Marketing/Public Relations 1 0.9%




Skimming

Skimming — the theft of unrecorded sales — was also most
likely to be committed by employees in the accounting
department. Over 40% of skimming cases were commit-
ted by accounting employees. We also found that approxi-
mately 27% of skimming cases were committed by sales
and customer service employees (who would be in the best
position to make unrecorded sales of goods or services).
We had not expected such a large percentage of skimming
cases to be traced to the executive suite.

Non-Cash Misappropriations

Our data on non-cash misappropriations was somewhat
surprising. We had expected that employees in the ware-
housing, inventory and manufacturing departments would
account for the majority of these frauds, but in reality less
than 10% of the non-cash frauds we reviewed were traced
to each of these departments. Instead, executive level em-
ployees accounted for approximately one-fourth of these
cases, and sales departments accounted for another 17%.

Skimming

Department Cases %
Accounting 59 42.4%
Executive/Upper Management 32 23.0%
Sales 27 19.4%
Customer Service 1 7.9%
Purchasing 3 2.2%
Manufacturing & Production 2 1.4%
Board of Directors 2 1.4%
Information Technology 1 0.7%
Finance 1 0.7%
Human Resources 1 0.7%

Non-Cash Misappropriations

Department

Cases

Executive/Upper Management 45 23.7%
Sales 33 17.4%
Customer Service 23 12.1%
Accounting 21 1.1%
Manufacturing & Production 17 8.9%
Warehousing/Inventory 15 7.9%
Information Technology 8 4.2%
Purchasing 8 4.2%
Finance 6 3.2%
Research & Development 5 2.6%
Human Resources 3 1.6%
Marketing/Public Relations 3 1.6%
Board of Directors 2 1.1%
Legal 1 0.5%

ACEFE Report to the Nation on Occupational Fraud & Abuse

53



The Perpetrators

The Effect of Collusion

While the preceding data has illustrated how schemes worked based on factors related to the principal perpetrator of each
fraud, it is important to remember that many frauds involve collusion among one or more persons. Nearly 40% of all cases
in this Report involved some form of collusion — either several employees within the victim organization, or employees
of the victim conspiring with one or more outsiders. Our data show that frauds involving multiple perpetrators tend to be

much more costly than those committed by a single individual.

Number of Perpetrators

Two or
more
(39.7%)

$485,000

el $100,000

(percent of cases)

Number of Perpetrators

$0 $100,000 $200,000 $300,000 $400,000 $500,000

Median Loss
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The Perpetrators’ Criminal
Histories

Nearly two-thirds of the victim organizations routinely
conducted background checks on new employees at the
time their frauds occurred. Background checks were a
more common practice within these organizations than
internal audits, fraud hotlines, anti-fraud training or
surprise audits.

While background checks can be a valuable anti-fraud
tool and should be conducted on new hires who will have
access to organizational assets, the vast majority of occu-
pational fraudsters in our study had never been charged or
convicted of any fraud-related offense before committing
their crimes. This finding is consistent with other research
suggesting that most occupational fraudsters are not
career criminals.

Perpetrators’ Criminal Histories

- Charged But Not Convicted

I:I Had Prior Convictions

- Never Charged or Convicted

Our data suggest that organizations ShOLlld not t‘(ily too

heavily on background checks as a preventative measure
for occupational fraud. While background checks may
weed out the predatory employee, who seeks out employ-
ment with the goal of defrauding his or her employer, they
will not catch the typical occupational fraudster who has
no prior criminal record.

Furthermore, when organizations do conduct background
checks, our findings suggest that those checks should not
be limited to criminal history checks. Other factors such
as credit history and past job performance may be more
predictive of whether an employee is likely to engage in
occupational fraud.
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Case Results

Participants were asked to provide information on how each victim organi-
zation responded to the perpetrators after the frauds had been detected.

We sought to measure whether victim organizations took Cases Referred to Law Enforcement
legal action against the perpetrators, and if so, what their
level of success was. If no legal action was taken, we wanted
to determine why that decision was made. We also sought
to determine how successful organizations were in recov-

ering losses caused by occupational fraud. 29.4%
($100,000) |

Criminal Prosecutions

In 70.6% of the cases we reviewed the victim organization 70.6%
($200,000)

referred th(’,‘ case to IELW enforcement JthilOFitiCS. The me-

dian loss in those cases was $200,000, whereas the median

IOSS was only l’ldlf as large in cases th:lt were not I‘CfCI‘I‘Cd.

For cases that were referred to law enforcement authori-
ties, we asked respondents to provide detail on the out-
come of those criminal cases. A large number of those

cases were still pending at the time of the survey, but we Outcomes of Criminal Prosecutions
received 351 responses where the outcome was known.
- Acquitted

Declined
to Prosecute

Within that group, approximately 15% of the perpetrators

were convicted at trial and another 73.5% pled guilty or no

contest to their crimes. There was only one case in which

the perpetrator was acquitted.

Convicted
at Trial

Pled Guilty/
No Contest
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Prosecution Rates Based on Industry

The following table shows the percentage of cases in each
industry in which frauds were referred for prosecution.
Excluding the mining industry, which had only one case,
we see that wholesale trade, banking and financial services,
and general service industries were most likely to prose-
cute. Over 80% of the cases in each industry were referred
to law enforcement authorities. On the other end of the
spectrum, less than half of the 101 cases in the manufac-
turing industry were referred for prosecution.

Why do Organizations Decide
Not to Prosecute?

There were 315 cases in which the victim organization
decided not to refer the case to law enforcement. We pro-
vided our respondents with a list of possible reasons why
an organization might decline to seek prosecution of an oc-
cupational fraud; each respondent was asked to select any
of the options that applied in their case.

The following chart illustrates the most common reasons
why organizations declined to prosecute. The most com-
monly cited reason was fear of bad publicity. The fact that
a private settlement was reached, and the fact that the or-
ganization considered its internal discipline to be sufficient
were also both cited in over 30% of the non-referred cases.

Prosecution Rates Based on Industry

Industry Cases % Cases
Mining 1 100.0%
Wholesale Trade 30 82.1%
Banking/Financial Services | 148 80.7%
Service (general) 60 80.7%
Transportation and 27 78.3%
Warehousing
Utilities 34 78.1%
Government and Public 119 77.8%
Administration
Insurance 78 74.7%
Education 73 73.5%
Agriculture, Forestry, 8 71.4%
Fishing and Hunting
Healthcare 89 70.2%
Service (professional, 58 69.6%
scientific or technical)
Real Estate 30 69.0%
Construction 35 66.7%
Communications/Publishing | 16 66.7%
Retail 75 66.2%
Arts, Entertainment and 22 63.6%
Recreation
Oil & Gas 32 58.6%
Manufacturing 101 48.9%

Reasons for Declining to Prosecute'

Fear of Bad Publicity
Internal Discipline Sufficient
Private Settlement

Too Costly

Lack of Evidence

Reason Given

Civil Suit

0% 10%

20% 30%

Percent of Cases

40%

50%

¥The sum of percentages in this chart exceeds 100% because some respondents cited more than one reason why victim organizations declined to prosecute.
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Case Results

Civil Lawsuits Cases in Which a Civil Suit Was Filed

Generaﬂy speaking, organizations are more likely to pur-
sue criminal action against a fraudster than they are to file
a civil lawsuit. Civil suits were only filed in 23.5% of all

cases, and those tended to be the most costly frauds, with 23.5%
($1,200,000)

a median loss of $1.2 million.

When victim organizations did file civil lawsuits, they re-
: e : , 76.5%
ceived aJL.ldgmcnt in their favor in nearlly 60% of those
cases, while 38.5% of the cases ended in a settlement.
Judgments were only rendered in favor of the perpetrator

in 2% of the civil suits reported.

Outcomes of Civil Actions

- Judgment
for Perp
I:l Settled
- Judgment
for Victim
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Recovering Losses Caused by

Fraud

After organizations detect a fraud scheme, they are not

likely to make a full recovery of their losses. We asked re-
spondents to tell us what percentage of the victim organi-
zation's losses were recovered through all methods (insur-
ance claims, restitution agreements, civil judgments, etc.).
We received 853 responses in which the CFE was able
to tell us how successful the victim was at recovering its

losses. In 42.1% of those cases, the victim was not able to
recover any of its losses, and in another 23.4% the victim
recovered less than one-fourth of what had been stolen.
In approximately one-sixth of the cases the victim made a
complete recovery, but those cases tended to be small. The
median loss in schemes where a full recovery was obtained
was only $50,000. By contrast, the median loss in schemes
where there was no recovery was over three times as large,

at $170,000.

Recovery of Losses in Occupational Fraud Cases

No Recovery [ i,y

42,1%

e
g 1.25% [
[
3 6.8%
©  2650% [
x
- 6.0%
§ 51.75% [
£ 5.3%
T 76999 [
16.4%
100%

|

0% 10%

20%

30% 40% 50%

Percent of Cases
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Methodology

This Report is based on data gathered from an online survey of Certified

Fraud Examiners in the United States. The survey, which consisted of 77

questions contained in five sections, was distributed to 11,112 CFEs. We

received 1,134 responses which were usable for our study. All of the occu-

pational fraud data presented in this Report was compiled solely from the

information provided in those 1,134 survey forms.

Each participant was asked to answer a detailed set of
questions about the largest case of occupational fraud that
he or she had investigated between January 2004 and Janu-
ary 2006. Section A of the survey focused on the method
of fraud committed. Respondents were asked to provide
a brief narrative of the scheme, then answer a set of ques-
tions about how the fraud was committed; what assets, if
any, were misappropriated; and how the scheme was de-
tected. Section B of the survey contained questions about
the victim organization: its size, annual sales, industry, the
anti-fraud controls it had in place, and other basic demo-
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graphic information. In Section C, we asked participants
to provide details about the perpetrator such as his or her
level of authority, age, gender, tenure with the victim, an-
nual income, education level and the department in which
he or she worked. In Section D, we sought information
about the legal outcome of the case: if it was referred for
prosecution or led to a civil suit, and if so, the outcome of
those Iegal proceedings. We also asked for information on
why some organizations chose not to refer their cases to
law enforcement authorities. Finally, in Section E of the
survey, we asked for information about our respondents:
their occupations, where they worked, their years of ex-
perience, and their general opinions on certain key issues
relating to occupational fraud.

As we stated in the introduction to this Report, our meth-
odology differed slighdy from previous editions of the Re-
port to the Nation. The most significant change was that
we required that respondents provide data on the largest
fraud case each had investigated in the last two years. In
previous studies, we had only asked respondents to answer
questions about any one case they had investigated within
the relevant time frame.



In addition to changing the criteria for the cases that could

be reported, we also added a number of questions to our
survey that were not present in previous editions of the
Report. Most significantly, we asked each respondent to
identify the industry of the victim organization based on a
list of NAICS industry codes. Gathering this information
allowed us to make much more detailed analyses of how
fraud affected various industries and types of organiza-
tions than was possible in previous editions.

We also added a question asking respondents to select
the department the principal perpetrator worked in from
a general list of common business departments. This en-
abled us to study how various methods of fraud affect dif-
ferent parts of organizations and to try to determine with
more specificity than was possible in past editions where
certain fraud schemes are most likely to originate.

In addition, where there were multiple methods of fraud
utilized in a single scheme, we asked respondents to specify
the amount of loss attributable to each particular method,
rather than just providing an overall loss amount. This
change enabled us to develop more accurate data than
in the past concerning the losses associated with specific

tprS Of fraud‘

As the Report to the Nation evolves from one edition to the
next, there are always a number of minor corrections or
clarifications in our survey form in addition to the more
significant changes described above. Like the fight against
fraud, the task of gathering meaningful information about
fraud is a difficult and ever-changing process. It is our goal
that each successive edition of the Report to the Nation
should provide better, more useful information than its
predecessor. We believe that readers of the current Report
will find it to be the most informative edition to date.
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About the ACFE

The ACFE is the world’s premier provider of anti-fraud training and educa-

tion. A leader in the community, the ACFE has over 37,000 members, spon-

sors more than 125 local chapters worldwide and provides anti-fraud edu-

cational materials to more than 300 universities. Certified Fraud Examiners

(CFEs) on six continents have investigated more than two million suspected

cases of fraud.

The ACFE provides educational tools and practical
solutions for anti-fraud professionals through initiatives
including:

+ Global conferences and seminars led by anti-fraud
experts

+ Instructor-led, interactive professional training

+ Comprehensive resources for ﬁghting fraud,
including books, seif—study courses and articles

+ Leading anti-fraud periodicals including Fraud
Magazine, The Fraud Examiner and FraudInfo

+ Local networking and support through ACFE
chapters worldwide

+ Anti-fraud curriculum and educational tools for
colleges and universities
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Certified Fraud Examiners

CFEs are anti-fraud experts who have demonstrated
knowledge in four critical areas: Fraudulent financial
transactions, fraud investigation, legal elements of fraud,
and criminology and ethics.

In support of CFEs and the CFE designation, the ACFE:

+ Provides bona fide qualifications for CFEs through
administration of the CFE Examination

+ Requires CFEs to adhere to a strict code of
professionai conduct and ethics

+ Serves as the global representative for CFEs to
business, government and academic institutions

+ Provides leadership to inspire public confidence
in the integrity, objectivity, and professionalism of

CFEs



The ACFE would like to thank all of the Certified Fraud Examiners who made the
2006 Report to the Nation the most comprehensive fraud research available. Your support and
dedication in the fight against fraud and your efforts to establish prevention, deterrence and

detection measures will belp build integrity in your organization. Although fraud is widespread today,
its potential impact on your organization can be reduced through appropriate anti-fraud programs.
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